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Ladies and Gentlemen, Dear Colleagues,

| would like to begin by thanking for the invitatido participate in the
session devoted to privacy protection and secunsould also like to
thank our hosts, the Italian Data Protection Autijoheaded by
professor Francesco Pizzetti, for the excellentaoigation of this
year’s conference in Rome.

We have just listened to a very interesting cootion by Mr
Jonathan Fall of the European Commission and ébelit is going to
inspire a lively discussion. On my part, as thetfcommentary, |
would like to share certain thoughts, and douldscerning the legal
framework which shall shape the evolution of peadaata protection
in the area of freedom, security and justice intbars to come. Of
course, | am speaking of the potential implicatimisthe Lisbon
Treaty which, as it seems, shall come into foramading to the plans
of its creators, on the first of January 2009.

However, before | proceed to discuss the issuaisdle to take
place in the near future, | need to give at ledstief overview of the

present situation. Firstly, as we, data protectommissioners have



so many times underlined, the three-pillar struetof the European
Union continues to cause a lack of complex, homogemregulation
of the problems of data protection. Within the intd market, such
regulation is assured by the Directive 95/46/ECicWwhincidentally,

was created to do away with the barriers to therimal market.

The present Third Pillar of the EU still does mpaissess such
regulation, despite the provisions of Article 3001Lyf the EU Treaty,
ordering to complement the rules related to dathamnge in the Third
Pillar with appropriate principles for data protent So far, the works
on a framework decision on data protection in @oland judicial
matters have not proved successful, the regulatiorferce have a
very limited character, and the Convention 108 e Council of
Europe, which is applicable in this field, no longesponds to the
current needs. To complete the image, one alsosneeohention the
legal uncertainty related to the processing of dathe junction of the
First and the Third Pillar, which was fully revedlby the judgement
of the European Court of Justice on PNR data temnsf the US,
which confirmed that such operations lie outside Htope of the
directive 95/46/EC.

Secondly, due to the new threats to public secutgt to the
international situation, we are witnessing a veygaimic evolution of
police and judicial coopeation in criminal mattezsmprising, among
others, various new forms of transborder data exgbaWhat is

worth mentioning at this point are, among otheh& principle of



accessibility to which we devoted an important doeat a year ago,
and the initiatives such as the Pruem Treaty oEth®pean PNR.

This gives rise to the question whether the futlegal
framework at the EU level constitutes an adequaigwvar to the
problems that | have presented just by way of examip answer it,
we need to analyse what changes are to take place.

The principal effect of the Lisbon Treaty, as lefaf the
European Constitution, is the abolition of divisiointhe EU into three
pillars. As you know, the Lisbon Treaty after tHeanges introduced
retains two treaties: the Treaty on the EuropeaiotJand the Treaty
on the Functioning of the European Union, creatgdddrafting the
former EC Treaty. The former Third Pillar Issueslshow lie within
the scope of Title V of the Treaty on the Functimnof the European
Union.

The mode of adopting new legal acts in this fiedalso to
change and it shall now be consist of ordinaryskagjve procedure,
involving both the Parliament and the Council, adlified majority
voting in the latter institution. It needs to bemembered that the
abolition of the three-pillar structure of the EUmglicates
homogenisation of the protection of fundamentahtsgand of the
system of legal protection itself and thereforeetrfiorcement of the
protection of fundamental rights.

As far as data protection is concerned, the vgalie is the
introduction of a separate provision dealing widtadprotection into

the Treaty on the Functioning of the European Uniwat is into



primary legislation. Furthermore, this provision,rtidle 16, is
incorporated into Title Il of the Treaty, “GeneRalovisions”.

On the one hand, it guarantees the subjective rightata
protection, on the other hand it constitutes ardiegal framework for
Issuing legal acts on the protection of naturakpes with regard to
the processing of personal data by EU institutiang authorities and
by the Member States in the course of implemematid the
Community legislation.

It needs to be underlined again that data proteatgulations
shall be adopted by the European Parliament andh&loin the
course of ordinary legislative procedure. | woulsbdike to add that
this article shall constitute a legal framework fbe activities of
independent data protection authorities, whichted at present.

There can be no doubt that Article 16 shall coatita strong
and extensive base for guaranteeing data proteuti&t legislation.
It is worth noting that the provision was completeehwith Article
39 of the Treaty on the European Union, modifyitsgcontents with
regard to the actions taken within the frameworktlsd common
foreign and security policy by excluding the papation of the
European Parliament in legislative procedure ia fiald.

It should also be borne in mind that with regardptdice and
judicial cooperation in criminal matters, Title \6f Protocol 10 of the
Lisbon Treaty introduces certain transitory prams. The legal acts
adopted so far in this field shall remain in fofoe5 years unless they

are repealed or modified. The competencies of thefean Court of



Justice in relation to such provisions are alsotricdged. Such
provisions give rise to many questions, for exampleether the
transitory provisions shall also apply to the actgulating data
protection issues within the framework of the caotr&hird Pillar of
the EU, based on Article 16.

It seems that they shall not, which means thatctmapetencies
of the European Court of Justice in this field kla wider. At the
same time, a question needs to be asked on thes stdt the
framework decision on personal data protectiorhe Third Pillar, if
it shall come into force before the end of the ydlathe framework
decision does not come into force before the Lisboraty, we shall
find ourselves back at the starting point. On the band, there shall
be the question of widening the scope of Direct®&46, without
forgetting the exemptions specified in Article I’3daDeclaration 21
of the Treaties, according to which “specific piples concerning the
protection of personal data and the free flow afhsdata within the
framework of police and judicial cooperation innasmal matters may
prove necessary due to the specific nature of thelsks”, which may
indicate a need to adopt separate legal acts.

What needs to be remembered at this point is ttrease of the
role of the European Parliament in the legislafiwecedure and the
introduction of qualified majority voting in the @ocil which may
prevent e.g. the bad practice which we experiemeceeélation to the
works on the framework decision, involving the atimp of the

lowest commonly accepted level of guarantees & daitection or on



total deletion of provisions not accepted by certebuntries. As a
result, Article 16 may help ensure more coherenicples of data
protection within the EU.

On the other hand, we cannot forget the works arowa legal
acts on the use of personal data that are curramtlyer way.
Obviously, the entities involved in the processl wi¢ interested in
finishing it before the entry into force of the b Treaty. This gives
rise to the next question: how shall we act ingiven situation?

In the context of personal data protection, it alvthat the
Lisbon Treaty gives the EU Charter of Fundamenigh® a legally
binding character and allows the European Unioradoede to the
European Convention on Human Rights. At the same tChapter
VIl of the Charter contains provisions designedettsure that the
introduction of the catalogue of fundamental rigbtsll not imply
widening the scope of competencies of the EU withbe consent of
the Member States.

Moreover, the Charter confirms the rights included the
European Convention on Human Rights and the righted on the
constitutional tradition of the Member States. éigi8 of the Charter,
guaranteeing the right to the protection of perbalaa, may have
direct effect, although in practice it will probghbe used to control
the lawfulness of legislation and to interpret it.

| shall conclude by referring to the impact of tRelish and
British Protocol on the Charter of Fundamental Rghncluding

Article 8. Many Polish specialists in European ldvaw attention to



the unclear nature of the protocol itself, and tef real effects and
underline that the content of the Protocol largeWerlaps with the
content of chapter VII of the Charter and of Aei@ of the Treaty on
the European Union. | do not want to enter intopdiss on this
matter, but it can be said beyond a doubt thatgha$ocol does not
exempt the fundamental right to data protectioRatand as this right
Is also guaranteed in Article 16 of the Treaty k@ Eunctioning of the
European Union and, perhaps more importantly, itickr 51 of the
Polish Constitution, which guarantees a separatk artonomous
right to the protection of personal data.

| also need to add a few words on the increasénefrole of
national parliaments in the EU decision processicihs to be
achieved, among others, by reinforcing the contahpetencies in
the area of freedom, security and justice. Thuspnal parliaments
shall be entitled, among other things, to use thecedure of
monitoring the principle of subsidiarity or evalungt the activity of
Eurojust and Europol.

To sum up, | would like to draw your attention teetfact that
the legal framework for the protection of persorita has a
considerable potential. However, we need to askabues how it shall
be used.

In the new circumstances, we shall deal with a balance of
power, created by increasing the role of the Ewaodearliament and
national parliaments, also with regard to the pples of personal

data protection in the area of freedom, securityjastice.



On the other hand, the provisions of the Treatypwalfor an
increase in the transborder flow of data and forarextensive use of
such data.

In the light of the possibilities and the challeageesented by
the provisions of the treaty, data protection arties need to

reconsider theimodus operandi.



