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Foreword

The Schengen area can be regarded as a major exti@et/in creating an open-border space in
Europe. All persons in that area are directly comeg with the issues of their security and of

respect for their private life and their rightsgluding the right to protection of their personatal

All the national data protection authorities wokkitogether in the Schengen Joint Supervisory
Authority have shown their determination to protéwt privacy of the individual in respect of the

enormous amount of personal data processed inctiengen Information System.

During this three-year period (December 2005 - Ddwer 2008), we have focused on the correct
interpretation of the Schengen Convention and assesvhether the Schengen States have

implemented this legal framework in a harmonised @ppropriate manner.

Sharing the common aim of providing persons withigh level of security through specific border
and other controls in the Schengen area, the SeheStptes have also developed various new
policies in the area of immigration control and thght against serious crime. These new
developments have led national data protectionoaiitss to improve their cooperation and to
introduce benchmarking of best practices. The J&&dxpressed its concern about some of these

new developments.

Two major challenges now face us: the enlargemiethteoSchengen area, accentuating the need for
better harmonisation between all the Schengen sStated the development of the second
generation of the Schengen Information System (Blacluding the complex migration from the

present system to the new one.

This report also shows the work done by all theomal data protection authorities, and the
secretariat's first-rate contribution to promotibgtter harmonisation and better understanding

between us.

Our biggest challenge remains responding to alldénelopments in the fight against crime and
illegal immigration, in promoting a European spatgustice, in improving the level of security for
all the persons by detecting risks of terrorism aerdous crime and to striking a good balance

between security and privacy.

Georges de LA LOYERE

Chairman of the Schengen Joint Supervisory Authorit



1. INTRODUCTION

Citizens of the European Union enjoy the right tavel freely from one country to another.
Although this right dates from the start of the Etk abolition of internal borders in the EU by the
Schengen Agreement has turned this right into lgyeand offered greater freedom of movement, a
privilege for EU citizens. The need to find an adstg substitute for those borders to ensure tleat th
EU remained an area of freedom, security and gistias evident. The abolition of one safeguard
resulted in the creation of another — the Schemgfenmation System — to process the personal data
of individuals in order to maintain public orderdasecurity, including national security, in the
territories of the Schengen States, and to apm@ypttovisions of the Convention relating to the
movement of persons in those territories, usingrmhtion communicated via that system. It is
probably fair to say that the Schengen Informafsystem was the predecessor of all present and
future large-scale EU information systems creafindata surveillance network in the EU. The
most recent example, namely the systems introdogele Treaty of Prim, to a great extent mirror
the design and functions of the Schengen InformaBgstem, although in principle they focus on
EU citizens. Recently, many measures to facilitheeexchange of information have been adopted
without the necessary assessment of the exististersg and of the possible impact on the
protection of the rights of individuals - not orthe right to privacy and the right to data protewati

but also the freedom of movement of persons angtiheiple of non-discrimination.

The Schengen Convention established the Joint ®igpey Authority, an independent body
charged with inspecting the central section of $3uhiengen Information System, examining any
difficulties of application or interpretation inehoperation of the system, and ensuring that the

system complied with the relevant provisions oragabtection.

This activity report, the eighth by the Joint Swpsory Authority, provides an overview of its
commitment and involvement in the development ef $kcond-generation Schengen Information
System (SIS II), the Joint Supervisory Authority@e during the enlargement process, and its
initiatives for joint activities together with nahal data protection authorities concerning the
compliance of personal data entered in the SlISaferts under Article 99 of the Schengen
Convention, including the report on the survey bé timplementation of Article 111 of the
Schengen Convention. The report also reflects erattivities of the Joint Supervisory Authority in
dealing with complaints by individuals, the Authgi$ opinions on various data protection
guestions and the future prospects for joint supinv of the SIS.



2. NEW DEVELOPMENTS : SISII

The Joint Supervisory Authority, which has beerselg involved in monitoring the development of
the second generation of the Schengen Informatigstesh (SIS Il), provided guidance and
assistance to the EU institutions, aiming to assaethe SIS 1l would comply with the necessary
data protection standards. In September 2006 tiné Sapervisory Authority issued its opinion on

the proposed legal basis for SIS II.

The Joint Supervisory Authority's contributionsthe development of SIS Il date from 2004. In its
opinion of 19 May 2004 on the future developmentS$ Il the Joint Supervisory Authority
outlined some principal concerns, and actions #hmauld be taken. In October 2005, the Joint
Supervisory Authority delivered an opinion on thregosed legal basis for SIS Il, based on a draft
Regulatiori and a draft Decisidnin which it systematically evaluated the new #ggfture of the
system in relation to the existing and proposed rdata protection framework. The Joint
Supervisory Authority made many detailed remarks suggestions to improve the draft legal texts.
Since then, the new proposals for the legal basiSIS Il have been continuously under discussion
at the Council and the European Parliament, leadingany amendments to the original proposals.
The Joint Supervisory Authority addressed some niapd issues in relation to the revised
proposals from the Finnish Presidehof 27 July 2006 on the establishment, operatiah e of
SIS 1. By doing this, it contributed to the impement of the legal basis from a data protection
point of view. In its opinion the Joint Supervisdkuthority welcomed limiting the role of SIS Il to
its compensatory role, as this seemed to be anrtangcstep towards the limitation of the purpose
of SIS Il as advocated by the Joint SupervisoryhAtity. It underlined that the intended technical
requirements to be developed for SIS II, in viewhadir impact on individuals, must never reduce
the level of data protection. The Authority undeelil its strong wish to be involved during the
transitional period, in particular in the light tbfe establishment of the Management Authority. The
Joint Supervisory Authority raised some concernstlm use of biometric data in SIS Il and
welcomed certain limitations on the use of suchadabinting out that biometric data could be
regarded only as an additional tool to verify thenitity of the person concerned, if the technical
quality requirements to be developed were adegaatk contained the necessary safeguards.
Unconditional use of biometrics for identificatipuirposes would no doubt lead to the use of this
functionality by an increasing number of authostier various purposes. Such "function creep”,

also taking into account the desire for interop#itgtbetween SIS Il, VIS and Eurodac, should be

1 COM (2005) 236, 2005/0106 (COD).
2 COM (2005) 230, 2005/0103 (CNS).
3 5709/9/06 and 5710/5/06.



prevented. In its opinion, the Joint Supervisorythuity suggested adding a provision in the
proposals stating that the use of biometrics tmtilea person was to be strictly limited to the
purposes of the alerts. The Joint Supervisory Atthconcluded that biometric data (fingerprints)
processed in the SIS 1l should only be used tdy#re identity of the person concerned: limited to
the purpose of the alerts, and not extended ta afleatification searches. Technical developments
to be used for one-to-many comparison should, du&d intrinsic nature of fingerprints, not only
be of the highest standard but should also inceidemedy for the individual. The use of such
comparison should furthermore not be an option eha®lely on technical grounds, but should also
require an assessment of necessity and propoitygngiven the impact it would have on
individuals’ rights. The Joint Supervisory Authgrinsisted that the mechanisms must ensure that
the data were accurate and lawfully processed,rderoto safeguard citizens’ rights. The Joint
Supervisory Authority also proposed that the te{tshe proposals should be amended in such a
way that cases of dispute between the Member Statessubmitted to the appropriate coordinated
supervision of SIS II.

Already before the start of the discussions onlSitSappeared that there was a strong wish totgran
Europol and Eurojust access to some specific alleaiscould be useful for the fulfilment of their
tasks. In all its opinions, the Joint Supervisomtiority warned that such access should not lead to
routine access by these organisations. The alehishwthey are entitled to access did not
necessarily contain information which fell withimet objectives of Europol and Eurojust.
Regulation (EC) No 1987/2006, Council Decision 2683/JHA on the establishment, operation
and use of the second generation Schengen Infam&ystem (SIS 1l) and Regulation (EC) No
1986/2006 regarding access to the Second Genefatizengen Information System (SIS Il) by the
services in the Member States responsible forngsuehicle registration certificates were adopted,
and formed the legal basis for the activities ef 81S 1l as well as laying down the rules on thiada

protection and data protection supervision regime.



2.1 The migration from SIS I+ to SIS |I

With the increased number of Member States of tm@fiean Union after the Union’s enlargement,
it became clear that the SIS must be designedndl@anore than double the number of Member
States dealt with by the current SIS. At the same,tthe question of the migration of data from
SIS I+ to SIS 1l and preparatory works drew themtibn of the Joint Supervisory Authority. At this
stage it was important to ensure that during thgration of data from one system to another,
important data protection principles (the integrtythe data, the confidentiality of the data, the
purpose) should be respected.

On 19 April 2006 the Joint Supervisory Authoritgeesed a request from the Chairman of the Article
36 Committee to review the proposed rules for ttwalgpction of a SIS I+ test database in order to
prepare for the migration from SIS | + to SIS II.

Although fully supporting the creation of the tdstabase for SIS II, the Joint Supervisory Autlyorit
noted in its Opinion 06—05 that the data fieldshie proposal could by accident produce the data of
real persons, and that therefore some additiormalrisg measures should be applied. In its opinion,
the Joint Supervisory Authority also highlighteattihe use of personal data as test data during the
development of information systems posed a numlberisks. When creating test data for an
information system like SIS I, it was generallycapted that the creation of such test data should
follow the concept of privacy-preserving data migna developing accurate models without access
to precise information in individual data recortias resolving the conflict between privacy andadat
migration. Anonymisation techniques should allow tise of data sets without disclosing identity.
The Authority noted that privacy-preserving datagmaiion should rely on the notion that one's
personal data could be protected by being scrantsleahdomised prior to being communicated. By
applying a specific technique, highly accurate datadels could be generated without disclosing
personal information. The Joint Supervisory Auttyonioted that in the presentation of the proposal,
was admitted that in the test data that would lmelywed, there was the possibility that real data
would be revealed. Since the proposal left the néirst name and surname) fields unchanged and
only made inter-exchanges between similar recdhdse was a great risk that individuals could be
identified. It was admitted that recognising thsky the proposal introduced some extra procedural
measures to restrict the use of the test databbémsever, these measures would never prevent

disclosure to third parties. The Joint Supervisduyhority supported the extra measures as a general



extra safeguard, but pointed out that they couldraplace the need for test data to be rendered
completely anonymous. It also provided a numbaeobmmendations concerning the development
of special security policies, the avoidance of tlse of sensitive data in test environments, the
methodology for anonymisation, the logging of ascestest data, the provision of audit trails even

for the Joint Supervisory Authority, and time-lisifor the use of this test database.

In April 2008 the Commission submitted two propesah a Council Regulation and a Council
Decision on migration from the Schengen Informat®ystem (SIS 1+) to the second generation
Schengen Information System (SIS 1l) in order ttalgssh the legal framework governing the
migration from SIS 1+ to SIS Il. On 30 June 2008 European Parliament Committee on Civil
Liberties, Justice and Home Affairganiseda Round Table on Freedom and Security in the
Integrated Management of the EU's Borders, inclyithe sessionSII: When; Why; How?". The
Chairman of the Schengen Joint Supervisory Authoaitended the event and contributed to
discussions on the data protection implicationshef migration from SIS | to SIS II. In October
2008 the Council adopted the Council Decision amdir€il Regulation on migration from the
Schengen Information System (SIS 1+) to the seamkration Schengen Information System
(SIS 1.



2.2 Enlargement of the Schengen Area

One of the important events during the period 2@088 which deserves to be mentioned was the
enlargement of the Schengen Area, allowing nine Masnber States to join the Schengen Area
and their citizens to fully enjoy the freedom t®mss internal borders without having to show
passports or identity cards, except for travelhte UK, Ireland and Cyprus, plus Bulgaria and
Romania, which only joined in 200The long process of Schengen evaluation visits endsits
lasted for 2 years. The evaluation consisted irtiqudar of verifying that the accompanying
measures allowing for the lifting of internal bordmntrol were being correctly and efficiently
applied by the new Member States. Evaluation viséege carried out in the field of external border
control, visas, data protection, police cooperatind the Schengen Information System.

The development of SIS Il was related to the comasind implementation of the new functionalities
within the System (reinforcing security and makimgre efficient use of data), also making the
system technically able to serve more than 18 ecm#tThe delays in launching the new system
and the need for the new Member States to joinstfstem as soon as possible forced Member
States to find a quick alternative solution. In Baber 2006 the Council decided to implement
Portugal's SISone4ALL proposal to integrate ninéhefMember States which joined the European
Union in May 2004 into SIS 1+ temporarily. The aninthe SISone4ALL project was to facilitate
the process leading to the lifting of internal baratontrols with the Member States concerned
between December 2007 and March 2008. In accordaiceCouncil Decision 2007/471/EC of 12
June 2007, the Member States were able to enter ided the SIS and use SIS data from 1
September 2007.

On 21 December 2007, Estonia, the Czech Repubiicpydnia, Hungary, Latvia, Malta, Poland,
Slovakia and Slovenia became part of the Schengem ®©n 30 March 2008 the enlargement
process was completed by lifting air border costtétween these countries and with the 15 states
that were already part of the Schengen system.

Even before enlargement, the SIS was one of the mgmortant and biggest databases used for
immigration and border controls in the EU. Odahuary 2007 the total number of valid records in
the SIS was 17 615 945. After the nine new Stateeg the Schengen area and began operation of
the SIS on January 2008 this number increased to 22 933 3id negcords. In total the number of
valid records in the database increased by 23 %ngluhis period. Comparing the statistics on
1January 2008 with 2067the biggest increase in records containing pelsdata was for ID
(issued documents), where numbers increased frorb2347 to 17 876 227 (23%). The statistics

1 5441/08, 30 January 2008; 6178/07, 13 Februady 20



are as follows (by Article of the Schengen Conwamti

Art. 95 (wanted for arrest/extradition) + 16%
Art. 96 (unwanted alien) -7,4%
Art. 97 (adult missing person) + 14%
Art. 97 (minor missing person) +6,8%
Art. 98 (localisation) + 22%
Art. 99.2 (check/observation) -5%
Art. 99.3 (check/observation) -22%

The reduced number of alerts on unwanted alienkl dmiexplained by the simple fact that due to
the accession of the new Member States to the BéJcitizens of those states became EU
citizens, and therefore the records on those psrsbould have been deleted from the system. In
view of this, the initiative of the Joint Supervigduthority to follow-up the inspection of Article
96 was timely and the results were satisfactorpnfthe answers received, no cases of the
processing of data of EU citizens under Article Wére reported. However, due to the low
number of answers received, it is evident that gk needs to be done in all the Schengen

States.

The enlargement also meant an increase in the rnuofbmembers of the Joint Supervisory
Authority. These new members were already partirigaas observers in the work of the Joint
Supervisory Authority, thus gaining a great deakwwéwledge in preparation for their new tasks
and duties. By granting this observer status, tiet Bupervisory Authority played an important
role in raising the awareness and knowledge ofuh&e members, giving opinions and advising
on questions received from the observers concenanigus interpretations of the provisions of
the Schengen Convention. At the same time, therexpe of the new members which they
gained through the long preparation and evalugirogess (participation in the preparatory work
for the SIS national legislatiora priori audits of the IT systems, consultative work wille t
competent institutions, awareness-raising campasgnghe rights of the individuals in the SIS,
supervisory work in consulates, police authoritets,) was of great importance to the so called

"old members" of the Joint Supervisory Authority.

All this is of great value for the joint coordindtaork supporting the effective protection of the

rights and freedoms of individuals and the futurpesvision of SIS II.
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3. SUPERVISORY WORK

Article 115(3) of the Schengen Convention stipiuddteat the Joint Supervisory Authority shall also
be responsible for examining any difficulties ophapation or interpretation that may arise during
the operation of the Schengen Information Systemstudying any problems that may occur with
the exercise of independent supervision by theonatisupervisory authorities of the Contracting
Parties or in the exercise of the right of accesshe system, and for drawing up harmonised
proposals for joint solutions to existing problemes.implement this provision of the Convention in
practice, the Joint Supervisory Authority chosedaduct inspections at national level. The obvious
practical benefit of such activities was insighddmowledge of how the Schengen States were
implementing and using the Articles of the Schen@emvention, and an overview of practical

problems that may occur with implementation.

3.1 Article 99 inspection

One of the main characteristics of the Schengeorimdtion System is the shared responsibility for
the use of the system, in accordance with the pravs set out in the Schengen Convention and in
national laws. It is fair to say that the Schenghmint Supervisory Authority was the first

supervisory authority which promoted joint coordath supervisory activities in the law

enforcement area as regards the inspection of-kErgle databases. This new approach to the
supervisory role was indeed successful, inspirutgireé coordinated supervision. This system of
surveys provided significant help with the harmatien of the implementation of the Schengen

Convention and the use of the SIS.

In June 2006, the Schengen Joint Supervisory Aityhasked national data protection authorities to
inspect Article 99 alerts entered in the Schengdaorination System (SIS) by their competent

authorities.

This was the second survey initiated by the JoumeBvisory Authority on the use of a specific
Article of the Schengen Conventioad. concerning Article 96 in the year 2005). Often the results
indicated various differences between the Schefgates enabling the Joint Supervisory Authority

to draw conclusions and to recommend the necegsseagures.
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The objective of the inspection was to ensure #réitle 99 data were processed in accordance
with Article 99 and with the data protection pripleis in the Schengen Convention, the SIRENE
Manual and the applicable national legislation. Tirthod of the inspection made it possible for
the Joint Supervisory Authority to assess whethégrpretation problems existed in the use of
Article 99.

For that purpose, the Joint Supervisory Authorigyeloped a simple method of inspection to be
used equally by all national data protection autles A comprehensive questionnaire was
developed. This questionnaire aimed to get an @enof the relevant national law in the
Schengen States and to check that all the necepsacgdures were in place for the authorities
responsible for the alerts to fulfil the data potien requirements. It also contained specific
guestions to check whether the alerts were in decme with the provisions of Article 99 and
whether they were maintained in the SIS in accardawith the provisions laid down in the

Schengen Convention.

The joint effort of the national data protectiontranrities, to check the national Article 99

contributions to the SIS in a certain period anthgishe same model for inspection, once more
emphasised a joint concern for the proper use ®f3t8. This second joint action was again a
milestone in cooperation between national dataeptmn authorities in the European Union and
underlined the need to invest in establishing enéaork for data protection inspections in those
areas where cooperation between Schengen Statisstteshe processing of personal data. At the
same time, this inspection helped the national gabéection authorities to determine how their
country was using Article 99 alerts, which will mmubt have a positive effect on the future

activities of those authorities.

In view of the findings of Article 99 inspectiorhe Joint Supervisory Authority adopted a number

of recommendations. The main recommendations a®fellows:

» authorities responsible for Article 99 alerts sladbdkevelop formal and written structured
procedures to ensure that Article 99 data wererateuwp to date and lawful;

» there was a need for a clear definition of the sypecrimes that could lead to an Article 99
alert. Although the new legal basis for SIS Il @néd the general term "serious criminal
offences ", it was suggested that there shouldgbeeanent at European level on a uniform

interpretation of the term "serious crime". The b$ serious crimes for which Europol is

12
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competent or the Council Framework Decision on Euoeopean Arrest Warrant could be
used for this purpose;

the appropriate national authorities responsibie Adicle 99 alerts should control and
inspect those alerts every six months. Additionadlglines should be set out;

the list of authorities (including national secyrgervices) that have access to Article 99
alerts should be harmonised in all EU Member States

where different authorities were responsible far guality and integrity of data it should be
ensured that these different responsibilities waganised and interlinked in such a way
that data were kept accurate, up-to-date and lawhd that the control of these data was
guaranteed;

an alert concerning contact persons was not pebiassn view of the wording of
Article 99(2);

national data protection authorities should inspettle 99 alerts periodically.

13



3.2 Article 111 survey

In October 2006, the Schengen Joint Supervisoryhdtity asked the national data protection
authorities to provide information on the implensitn and use of Article 111 of the Schengen
Convention. This was the third survey initiated tbe use of a specific Article of the Schengen
Convention €.g. concerning Article 96 in the year 2005, Article 99 currently under evaluation).
The need for this survey was established duringei@nination of a specific case concerning the
practical implications of Article 111, which wasolbight to the attention of the Joint Supervisory
Authority.

The Schengen Convention regulates both the rulesrgmg the processing of personal data and
the rights of individuals whose personal data acegssed in the Schengen Information System.
Article 109 of the Schengen Convention determit@s the right to have access to data entered in
the system should be exercised in accordance hatlaiv of the Contracting Party to the Schengen
Convention in which a person invokes that rightnéteds to be noted that according to this
provision, national law may specify whether theioval supervisory authority provided for in
Article 114(1) of the Convention should decide wieetinformation should be communicated to the
individual involved and by what procedures. Artid@9 also governs the situation whereby a
natural person intends to exercise the right oessdn a State that is a member of the Schengen
Convention which did not enter the alert. In suatase, the Schengen State that has not entered the
alert may communicate the data only if it has pasly given the Schengen State issuing the alert
an opportunity to state its position. Article 114(@ives the individual the right to ask the
supervisory authorities referred to in Article 1146f the Schengen Convention to check the data
concerning him or her that are included in the 8gke Information System, and the use made of
such data. As already referred to, this right igegned by the national law of the Schengen State to
which the request is made. If the data were induzleanother Schengen State, the check should be

carried out in close cooperation with that Statalservisory authority.

According to Article 109(2) of the Schengen Conwamtthe right of access is not an absolute right
and consequently an individual requesting acces$sstber data kept in the Schengen Information
System should be refused the communication of ifl#ités is indispensable for the performance of

a lawful task in connection with the alert or fbetprotection of the rights and freedoms of third

14



parties. Moreover, according to Article 109(2)gtforbidden to communicate any data entered in
the system for the purposes of discreet survedlazarried out on the basis of Article 99 of the

Convention.

Article 106(1) introduces the "owner principle” the Schengen Information System. Although
personal data connected to the alerts are procass#dSchengen States, this does not mean that
any Schengen State can change data entered igsteensby another State. Although the national
law of the processing State applies, the speciiwipion in the Convention only allows changing
or deletion of the data by the State that issuedtért.

Article 111 further guarantees the rights of induials. Pursuant to Article 111(1) any person may,
in the territory of each Contracting Party to tleh&gen Convention, bring before the courts or the
authority competent under national law an actiondwect, delete or provide information or obtain
compensation in connection with a report concermiimg or her. According to paragraph 2 of this
Article, Contracting Parties to the Schengen Cotisanshould undertake amongst themselves to

execute final decisions taken by the courts oraitibs referred to in paragraph 1.

Following the "owner principle" and the obligatida execute the final decision referred to in
Article 111(2), the execution of these final demms is done by the Schengen State that entered the

alert.

In addition, parties to the Schengen Conventionresponsible, in accordance with their national
law, for any injury caused to a person through uke of the national data file of the Schengen
Information System. The quoted provision of Artidle6 of the Convention is also applicable to the

injuries caused by the reporting party if the daése legally or factually inaccurate.

The objective of the survey was to check whethetickr 111 was consistently applied in all
Schengen States, respecting the rights of indiledaad providing them with fair and equal

treatment.

The overview of the courts or competent authoritiesnonstrated that in the Schengen area a
variety of authorities would be competent to deahvarticle 111 decisions. In only one State was
the Data Protection Authority competent to givénalfdecision (Austria). In other Schengen States,
it was a combination of national data protectionhatities and courts or the competence of a
specific court.

15
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Regarding alerts from another Schengen State, ammsters indicated that there was a formal
procedure to consult the alerting state or to m@dhem officially in the proceedings. However,
this was not the case in all Schengen Statesast, I¢ was not mandatory.

As to the involvement of the national data protattauthorities in a procedure before the court, the

results showed that not all national data protecéiothorities were formally involved or informed.

Seventeen cases were reported in which Articlewldd applicable.
As to the execution of the decision, no specifacedures to check the execution of a final decision
were reported except from Portugal. In genera tthe data subject that has to check whether the

execution of the decision has taken place.

The joint effort of the national data protectiorthanrities, to survey the national practice followed
under Article 111 of the SIS Convention in a certgeriod and using the same model, once more
emphasised a joint concern for the proper usee8&is. This third joint action emphasised the need
for close cooperation between national data prisecauthorities in the Schengen Area and
underlined the need to further invest in cooperabetween Schengen States when this is vital to

protect the rights of individuals.

Article 111 of the Schengen Convention introducesmaportant step in safeguarding a subject's
right to the correction, deletion, or obtaininginformation about him/her entered in the SIS, by
introducing the possibility of bringing an actioefbre a court or national competent authority of
any Schengen State. This survey demonstrated tigtptovision is implemented with some

variations due to national laws.

A very important cornerstone in safeguarding dathjexts' rights is the enforcement of final
decisions by the Schengen State issuing the dleet.system of executing any final decision and
how this will be applied in practice is of greatpamtance. Although the available statistics are
minimal, analysing the cases presented and incpéati the cases brought to the attention of the
Joint Supervisory Authority, there is sufficienasen to doubt whether Article 111(2) functions in

practice.

None of the participating Schengen States repatéallow-up procedure for the execution of a
final decision. In most cases, the competent atité®rwere not involved in the enforcement of
their final decisions. This can be due to the matidegal framework which differs between the
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Schengen States. However, the fact that the emf@eeof a final decision by the Schengen State
entering the alert was in practice left to the dathject's own initiative is too much of a burden f
the data subject.

In view of the findings of the Article 111 inspemti, the Joint Supervisory Authority made the

following recommendations:

» the Schengen States should evaluate their natipradeedings to check whether the
safeguards provided for by Article 111 were met;

» Article 111 final decisions must be equally enfar&y all Schengen States;

» final decisions that have been taken by courts uAdgcle 111 must be communicated to
the national data protection authorities. Natiaegulations may be needed to enforce this
need;

* a national procedure for the follow-up of the exewmu of final decisions taken under
Article 111 was necessary in all Schengen Statesthis end, communication among the
corresponding data protection authorities was rsaegs An individual must not be
responsible for controlling the execution of demis relating to him/her in another
Schengen State;

» the national data protection authorities shouldpeoate to this end. The existing principles

concerning cooperation between national superviaotiyorities must be updated.
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3.3 Follow-up of Article 96 inspection

One of the important aspects of supervisory a@wits to do periodical follow-up work, to ensure
that recommendations which have been made are nmepiied in practice in the body under

supervision, so as to achieve better compliance.

On the initiative of the Joint Supervisory Authgrithe national data protection authorities of all
Schengen States inspected the use of Article %saie the Schengen Information System in
2004-2005.

As an alert for refusal of entry might have sericoasequences for an individual, and in view of
the problems detected in the inspections, the Jumervisory Authority agreed on a follow-up
check on what had been done at national level i findings of the report and what

improvements have been achieved.

The follow-up check showed that the following stépsl been taken at national level in response to
the findings of the report: apart from the factttihm some Member States no problems were
detected, in other countries very successful follgmmmeasures were taken. Internal guidelines had
been created concerning case-handling and contwokgures for the processing of cases that had
to be reported under Article 96 of the Schengenv@ntion, and special attention had been paid to
the implementation of one of the recommendationdema the Article 96 report reasures should

be implemented or further developed to prevent Article 96 alerts on nationals from EU Member
Sates. After the follow-up checks, no alerts on EU MemBgate nationals were found. The very
positive outcome of this follow-up activity was thetive awareness-raising campaign undertaken
by a number of Member States informing individualsout their rights as stipulated in the
Schengen Convention

Once again this proved the importance of the warkedby the Joint Supervisory Authority

together with the national data protection autiesjtshowing their commitment to their values as
the protectors of the individuals' rights and freed.

The future provisions on alerts on unwanted thiates nationals stipulated in the SIS Il legal

framework will require more individual assessmend aesponsibility before an alert is entered.
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Article 24(1) of Regulation (EC) No 1987/2006 betEuropean Parliament and of the Council of
20 December 2006 on the establishment, operatidnuae of the second generation Schengen
Information System (SIS fi)provides the criteria for entering an alert in $ISdata on third-
country nationals in respect of whom an alert heenbissued for the purposes of refusing entry or
stay shall be entered on the basis of a natioeal msulting from a decision taken by the competen
administrative authorities or courts in accordawdé the rules of procedure laid down by national
law taken on the basis ofcamprehensive individual assessment. This means that the decision to
enter the alert cannot be entered automaticaldytimt system. The European Court of Justice, in its
judgment on 3January 2006 Gommission of the European Communities v Kingdom of Spain)
emphasising the need for the case-by-case evatuatioeach individual case, helthat a
Contracting State may issue an alert for a national of a third country who is the spouse of a
Member State national only after establishing that the presence of that person constitutes a
genuine, present and sufficiently serious threat affecting one of the fundamental interests of the
society (...).2 The Court held that the refusal to grant a visatrbe based not on the mere existence
of an entry in the SIS or a previous convictioneT@ourt found thathe existence of a previous
criminal conviction can, therefore, only be taken into account in so far as the circumstances which
gave rise to that conviction are evidence of personal conduct constituting a present threat to the
requirements of public policy.® This Court decision and the provisions of the BI8gal framework
give much more responsibility to the national auties, when taking decisions which may result
in negative consequences for individuals, to compith international data protection principles
right from the start at national level.

Another important change established in Articleod2he Regulation is the right of third-country
nationals who are the subject of an alert issueat@ordance with the Regulation to be informed in
accordance with Articles 10 and 11 of Directive48EC. This is an important improvement in

comparison with the current situation establishgthle Schengen Convention.

At the same time, new EU initiatives involving thecessing of the personal data of third country
nationals give rise to some concern regarding thgiact on the rights to privacy of the individuals
concerned. According to the European Commissio@, Whion's common policy in support of
Member States' efforts should be continuously dged and strengthened in response to new

threats, shifts in migratory pressure and any sbarings identified, using new technology

1 0JL 381, 28.12.2006, p. 4.
2 0JC86,8.4.20086, p. 3.
3 0JC86,8.4.20086, p. 3.
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extensively and proportionatetyAccording to the Commission, the Union could cdesithe
introduction of an efficient tool for identifyingverstayers, as the dates of movements of third-
country nationals across the external borders areemtly not recorded. Data on third-country
nationals (refusals of entry) are currently proedssinder Article 96 alerts, although without
processing the duration of the period overstayeslthds seems not to be sufficient, possible tools
are suggested which would apply with regard todtewuntry nationals travelling to a Member
State taking part in Schengen cooperation or tountty associated with such cooperation, and

could include:

» facilitation of border crossing for bona fide triges;
» possible introduction of registration of entry/exind

* examining the introduction of an Electronic Systefnfravel Authorisation (ESTA).

Although this is still at a preliminary stage, feuncil conclusions on the development of the?VIS
welcomed the feasibility study as presented byGbenmission, confirming the objectives for a
Visa Information System as set out in the guideljrend invited the Commission to continue its
preparatory work on the development of the VIScaoperation with Member States, on the basis
of a centralised architecture taking into accobetdption of a common technical platform with SIS
I, storing the data on the same system and aatdgsthe same end-users. This might mean that if
both systems were created on a common technic#floptg technical measures/facilities for
interoperability between SIS Il and the VIS woulel possible. Although it is not yet proved that
this new system will provide added value for théeeexal borders of the EU in comparison with the
existing EU systems (SIS), it is clear that thigéa scale, complex and interlinked model of data
processing will have a serious impact on the pgvaicindividuals and will require huge efforts
from national and European data protection autlesrib ensure the proper and effective protection
of individuals' rights. The price of these initisgs could be described like this: "To modernise
immigration policy at the cost of dehumanising st the effect of an asymmetry in policy
development where control of migrants is extend@tout a corresponding development of their

n3

rights”.

1 CcoM(2008) 69 final, 13.2.2008.

2 6535/04, 20 February 2004.

% Alice Garside (2006), The political genesis aeghl impact of proposals for the SIS II: what dostdata protection and security
in the EU?, Sussex Migration Working Paper no. 30.
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4, OPINIONS OF THE JOINT SUPERVISORY AUTHORITY

4.1 Interpretation of Article 111 of the Schengen Gnvention

In June 2006 the Joint Supervisory Authority reedia request from the Austrian data protection
authority to examine any difficulties concerning implementation of Article 111 of the Schengen

Convention in accordance with Article 115(3) of ehengen Convention, and to draw up proposals
for any problems which may exist. In view of thecamstances leading to the request, the Joint
Supervisory Authority also examined the impact @hciding procedures on the implementation of

Article 111.

With the creation of the Schengen Information Systepecific alerts on individuals are exchanged
between the States that are party to the Convenilibe Convention defines the reasons and
conditions for these alerts as well as the actiorize taken. One of the most important achievements
of the Convention is probably the obligation on 8tates participating in the Schengen Information

System to act (directly) on an alert from anothetes

The relation between the national law of the Sckargtates and the Convention is clearly defined
in Article 104(2): 'In so far this Convention does not lay down specific provisions the law of each
Contracting Party shall apply to data entered in its national section of the S S'.

This indicates that specific provisions in the Camvon prevail in situations where national laws

contain different provisions.

An example of such a specific provision is the atbed "owner principle” in Article 106(1):Only

the Contracting Party issuing the alert shall be authorized to modify, add to, correct or delete data
which it has entered”.

Although personal data connected to the alertgpeyeessed in all Schengen States, this does not
mean that the processing State can change dateciighe system by another State. Although the
national law of the processing State applies, frexific provision in the Convention only allows
the changing or deletion of the data by the Staeissued the alert.

The harmonisation achieved in creating the Schehgfenmation System included the position of

data subjects. Data subjects' rights were spegifreduding provisions preventing data subjects
being faced with procedural "hindrances"” in purgutheir rights. The mere fact that the subject
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may not be in a position to travel to the Scherg@a should not cause any obstacle to requesting
any legal action.

Recognising their position, the Convention does ablige the data subject to start (legal)
proceedings regarding an alert in the State tlzates the alert. It is left up to the data subject t
start such a procedure in any of the SchengensStétas choice. By doing so, the Schengen States
made a clear statement of trust in a harmonisedeimgntation of the applicable data protection

rules.

The rights of the data subject are defined in Agtit09(1) - the right to have access - and in
Article 110 - the right to have factually inaccwalata corrected or unlawfully stored data deleted.
These rights are to be exercised in accordance tiweHaw of the Schengen State before which
these rights are invoked (Article 109(1)). If data entered in the Schengen Information System by
another Schengen State, that State shall be gheropportunity to state its position before a

decision is made.

Furthermore, the data subject has the right to agkational data protection supervisor of a
Schengen State to check his data (Article 114(2))hose data were entered in the Schengen
Information System by another State, the natioopkesvisor is to coordinate this check with the
national supervisor in the Schengen State resplernfsibthe alert.

The data subject is also given the right, befocewt or an authority competent under national law,
to bring an action to correct, delete, to obtai@imation or compensation in connection with an
alert involving the data subject (Article 111(1)).

The second paragraph of Article 111 obliges theeSghn States to mutually enforce final
decisions as referred to in Article 111(1).

In view of the system of guaranteeing the rightthefdata subject in the Convention and especially
the existence of the "owner principle”, a mechanismequired to ensure that final decisions of
courts or authorities as referred to in Article (I)lare enforced, even by other Schengen States.
Without such a mechanism, the principal data ptatecights granted to a data subject in the

Schengen Convention are not sufficiently safeguhrde

One of the conditions for the entry into force & tConvention is that the participating State has
adopted the necessary national provisions in dadechieve a level of protection of personal data
at least equal to that resulting from the prin@gpl@id down in the Council of Europe Convention

for the Protection of Individuals with regard to tAmatic Processing of Personal Data of
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28 January 1981 and in accordance with Recommemdbiib R (87) 15 of 17 September 1987 of
the Committee of Ministers of the Council of Euromgulating the use of personal data in the
police sector.

All Schengen States have implemented the necessaayprotection legislation, but the way it is

implemented may demonstrate some differences. TérereéStates in which the rights of the data
subject are primarily dealt with in direct contdmtween the data subject and the authority
responsible for the national part of the Schengédorination System. In other States, the national

supervisors fulfil an important role as intermegibaetween that authority and the data subject.

The Schengen Convention recognises these diffesemtesome of the specific provisions
concerning the data subject’s rights (e.g. Artitd®). However, where no provision is laid down
for combining the Schengen and national provisidhg, Schengen provision providing for a
specific rule applies (Article 104(2)).

This will be the case where an action as referoenh tArticle 111(1) is brought before a national
court or competent authority of a State other ttiat responsible for the alert and where at the
same time this alert is also subject of a legak@dare in the State responsible for the alert.
Article 111 does not contain a provision regulatihg situation. Taking into account the specific
and fundamental nature of Article 111, the condnss justified that in the situation as described,

Article 111 prevails.

In practice this should not cause problems sinté&ethengen States recognise in their national
procedures the principle of hearing all partiesolagd. A procedure as referred to in Article 111
should in practice not lead to a final decisionhwiit hearing the State responsible for the aldre. T
existence of another legal procedure will no ddagotaken into account by the court or authority as
referred to in Article 111.

Where this information has not been made availatewhen available has not led to another
decision, the specific character of Article 111cts Schengen States to enforce that final decision.
It should furthermore be noted that if such a deniteads to the deletion of the Schengen ales, it
left up to the alerting State to introduce a natlalert into its national systems. A similarityndae
found with Article 25 of the Schengen Conventidna iresidence permit is issued by a Schengen
State to an alien on whom an alert has been isBurethe purposes of refusing entry, the state
issuing the alert should withdraw the alert but rpay the alien concerned on its national list of

alerts.
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Although Article 111 of the Schengen Conventiongloet provide for the clear definition on the
"final decision”, some authors are of the opinibatt™final decisions’ should not be interpreted
too narrowly. It does not imply that this only covers decisions of the highest (administrative, civil or
criminal) courts. The fact that Article 111 CISA and Article 43 of the SS |1 Regulation also refers
to decisions of national data protection authorities, means that a decision should be considered as
final, as long as the decision is executable and none of the parties lodged an appeal against this

decision"?.

Despite possible different interpretations of taert “final decision” depending on the differences
in legal systems and procedures, the Joint Sugeywiuthority in its opinion concluded that any

final decision of a court or authority as refertedn Article 111 and dealing with an alert entered
by another Contracting Party should always be eefbby that other party.

Considering the judgment of the Court of Justi€entmission of the European Communities v
Kingdom of Spain)® and drawing a parallel between the obligationhef $chengen States to accept
and enforce the decision taken by another Schei@jate to refuse entry or a visa and the
obligation and acceptance of the final decisioa oburt or authority to delete an alert from thg,SI
practice shows some failures to enforce decisidngational courts or authorities to delete alerts,
which results in negative consequences for theviddal concerned.

1 Evelien Brouwer, “The Other Side of Moon. The Sajen Information System and Human Rights: A TasK\ftional Courts",
CEPS Working Document No. 288/April 2008.
2 0JC 86, 8.4.2006, p. 3.
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4.2 Opinions on the implementation of Article 102ASCHAC 2501/07)/ SCHAC 2504/08

According to Article 102A(4), the Council must subna report on the implementation of
Article 102 A of the Schengen Convention, and nepecifically on the applicable data protection
rules, to the European Parliament after seekingpi@on of the Joint Supervisory Authority.

Following the request of the Chairman of the SIBENE Working Party on 31 May 2007, the

Joint Supervisory Authority adopted an opinionumd 2007.

Article 102A of the Schengen Convention introdudesservices in the Member States responsible
for issuing registration certificates for vehicles,right to have access to specific data in the
Schengen Information System. This concerns datenator vehicles, trailers and caravans which
have been stolen, misappropriated or lost, andstragjion certificates for vehicles and number
plates.

Pursuant to decision 2006/228/JHA, data on thed#icates and number plates may be processed

in the Schengen Information System since 31 Ma@f62

The report clearly showed that the general implaatem of Article 102A was not yet complete in

all the Member States. In view of this, the opinifatused on some specific data protection
elements relating to implementation.

In view of the lack of clear and visible resultstire first year, the Joint Supervisory Authority

could only conclude that the control on the uselath on objects as provided for in Article 102A
was not in compliance with Article 103, and that @ouncil should further explore whether the

Member States were fulfilling their obligations @ndhrticle 103 in relation to Article 102A.

Since a strict implementation of Article 103 wag moly of importance for access by vehicle
certification services, the Joint Supervisory Auttyoindicated that it should request the national

data protection authorities to report on the watjcheg 103 was implemented in their States.

The draft report contained the remark that redisinacertificates for vehicles and number plates

were not personal data. The Joint Supervisory Aitthetressed that this remark and the context in

which it was made was not in line with what is ddesed as personal data. The general definition

of personal data as used in all relevant data gtiotelegal instruments, describes personal data as
"any information relating to an identified or identifiable natural person; an identifiable person is

one who can be identified, directly or indirectly".
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The Joint Supervisory Authority noted that natiodala protection authorities generally considered
registration certificates and number plates asgmaisdata, unless the circumstances of processing
did not give any possibility for identification tie holder of the certificate or number plate.

The Joint Supervisory Authority furthermore notedlmsome concern that in some countries the
checks as laid down in Article 102A were alreadyfqrened before the implementation of this
Article. The only conclusion that could then bevdnavas that these activities must be considered
as a misuse under the national law of those camtiThis conclusion strengthened the Joint
Supervisory Authority’s policy to continuously stitate the development of control mechanisms
including periodic inspections of the use of thé&wen Information System.

In conclusion, the Joint Supervisory Authority, acwledging that the implementation of Article
102A and the processing of registration certifisatad vehicle number plates by all Member States
were not yet completed, indicated that it had @soerns on this implementation. These concerns
specifically related to the apparent lack of controuse. The Joint Supervisory Authority urged the
Council to take care that Member States fulfilladit obligations under Article 103 in relation to
Article 102A.

The Joint Supervisory Authority asked for this apmto be attached to the report to the European
Parliament.

On 7 July 2008, the Joint Supervisory Authorityaiged a request from the SIS/SIRENE Working
Party to give an opinion on the implementation aidde 102 A during 2007.

In its opinion the Joint Supervisory Authority raed that the implementation of the CISA in nine
new Schengen States on 1 September 2007 was eatitek account. According to Annex | to the
Council Decision 2007/471/EC, the provisions ofiéle 64 and Articles 92 to 119 of the CISA, as
well as Regulation (EC) No 1160/2005, were appleato the new Schengen States from
1 September 2007. Although these new States mayawat &ctually implemented Article 102A, the

report did not present any information on this.

Once again the Joint Supervisory Authority emplessibiat a proper logging of the use by vehicle
registration offices of certain data to establidtether a vehicle was stolen, misappropriated dr los
was necessary. As the report provided a similamwe® as in 2006, the Joint Supervisory
Authority repeated its conclusion from 2006at the control on the use of data on objects as
provided for in Article 102A, is still not in compliance with Article 103". The Joint Supervisory
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Authority also issued a reminder about the positaken by national data protection authorities as
to whether data entered into the SIS in accordamiteArticle 102A were considered personal data
and the Member States' obligations in relation e proper implementation of Article 103 in
relation to Article 102A.

4.3 Opinion on the implementation of a mail serverelaying SIRENE messages in a
central point in C.SIS premises (SCHAC 2502/07)

The Joint Supervisory Authority received a request the Chairman of the Article 36 Committee

for an opinion concerning the implementing of atcaised star-topology architecture for the

exchange of SIRENE messages and the proposedpgdeimdor communication between countries.

In its opinion the Joint Supervisory Authority fead on the principles for communication as
described in the request as well as on some plascgoncerning the availability of the network.

In this respect, the Joint Supervisory Authoritsessed that the technical support function of the
Schengen Information System, as well as the prapose of a mail server at C.SIS, should comply
with the data protection principles set out in 8ehengen Convention, together with the principles
of the Council of Europe Convention of 28 Janua@®§1land of Recommendation No R(87)15 of
the Committee of Ministers of the Council of Europe view of this, the following quality

requirements should be met:

i)  Confidentiality: ensuring that information wascassible only to those authorised to have
access, and
i) Availability: ensuring that authorised usersdhaccess to information and associated assets

when required.

Describing the implementation of the confidentiaptrinciple in the use of the mail server at C.SIS
and the procedures as described in the request]diné Supervisory Authority noted that this

should lead to the following measures:

1. Stored messages should be always kept encryptetydbe storage period.

2. Messages that were sent by C.SIS to the recipiest be deleted directly after the receipt of
the delivery report.

3. Messages which failed to be delivered to the reaipfafter a certain number of trials) should

in principle be sent back to the sender accompamyeaidelivery failure status report.
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4. The request did not mention which encryption kepdéaused by the SIRENE bureaux for the
delivery of the messages if the backup server istdaiwas activated (due to a C.SIS server
failure).

a) If the private key of C.SIS is also used inltaek-up facility, this key was under severe
risk since it is a standing principle that a prev&ey should never be known to anyone
other than the owner of the key; or

b) A separate Austrian key is used. In this casrimal procedure should be in place
describing the tasks involved in managing incoesisies deriving from the use of
different public keys to deliver messages from oral bureaux to the server. In
addition, the transition procedure of the messagestypted with the backup server's
public key, to the C.SIS server (and vice versa)ukh be described. Finally, a
backwards resolution procedure concerning messagaypted with keys which were
no longer valid should also be described.

5. A key management procedure should be described.
6. A procedure for handling messages marked to fbeon-use (for any reason) should be

described.

The implementation of the availability principletime use of the mail server at C.SIS should lead to

the following measures:

1. To increase the availability of the mail deliverybsystem, the communication line for mail
server messages should be different from the keterden N.SIS and C.SIS.

2. The C.SIS mail server should also have an alteriragefor routing messages if the main
routing line was unavailable.

3. Ashort Risk Analysis was recommended for availgbihatters (response times, time needed
for back up, what if scenarios etc.). A Businesstwity Plan would also be recommended

for this specific procedure.

4.4 Opinion on the draft implementing measures inciding the SIRENE Manual for the
second generation Schengen Information System (SCKA2503/07)

Following the Commission's request for an opiniartlze draft implementation measures including
a revised SIRENE Manual for the second generationeggen Information System, the Joint

Supervisory Authority adopted an opinion in Octope?.
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In its opinion the Joint Supervisory Authority papecial attention to the conservation periods for
logs, wondering why the longest period of retenticas chosen instead of a period of one year as
indicated in Article 18(3) of the Council Decisioh 12 June 2007 on the establishment, operation
and use of the second generation Schengen Infama&iystem® and Article 18(3) of the

Regulation of the European Parliament and of then€ib dealing with the same subjéct

Another concern touched upon by the Joint SupenyiBody wasthe deletion of expired European
Arrest Warrants (EAW). The Joint Supervisory Authonoticed that an EAW that had expired
was not deleted automatically, but had to be deletethe Member State. At the same time the
Member State would check whether it had also edtetker EAWS concerning the same person
which might lead to an extension of the alert. Eigreees with such deletion procedures were not
all positive and it was therefore recommended thatexpired records should be automatically
deleted. The Joint Supervisory Authority recommehtiee implementation of a technical solution,

to only delete the EAW and not the alert, in caseaiEAWSs existed concerning the same person.

In its opinion the Joint Supervisory Authority alBirused on the format and quality of biometric
data.lt called for attention to be paid to the wider addingerprints than photographs as allowed
according to the Council Decision. Such biometatadshould only be used to confirm the identity
of a person who had been located as a result alpf@mnumeric search made in SIS 1.

Analysing the possible effects on data protectiomgples while linking alerts, the Joint
Supervisory Authority suggested that it should bsueed that the provisions in the text were
amended so as to underline that access rightsdeersive in allowing access to linked alerts.

Referring to the possible types of searches inSi& I, the Joint Supervisory Authority stressed
that in view of the purpose of the SIS II, the si@ml query should be made compulsory leaving the
possibility for other search queries according éedj in relation to the results of the first stadda
qguery. The Joint Supervisory Authority strongly gagted amending the text to make clear that the
standard search was always the compulsory firstsga be made in the SIS Il followed when

necessary by another search.

Another aspect that needed attention was the tefinof the "extended query" as a feature

designed to perform complex queries that were ngeied by other types of queries and which

1 0JL205,7.8.2007, p. 63.
2 0JL381,28.12.2006, p. 4.
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could be defined by users using a special querydage. The Joint Supervisory Authority strongly
suggested reconsidering this "extended query" afohidg which search criteria may be used
within the framework of the Council Decision ane fRegulation.

The Joint Supervisory Authority also presentedrésarks on the revised SIRENE Manual. The
Authority concentrated on the use of SIS Il forestipurposes and wondered how the SIRENE
bureau of the Member State entering the data cduwifd its obligations to coordinate the
verification of the quality of the information agfthed in Article 7(2) of the Council Decision and
of the Regulation. The Joint Supervisory Authodtgo reflected on the different responsibilities fo
the quality of the data and the need for specifies on how these responsibilities should be

implemented and verified.

Another concern raised by the Joint SupervisoryhArty was the input mask containing 15
categories of information related to fingerprintsldhe relevance of the additional information, and
the compliance of such processing with the Coubedision and the Regulation.

An important element of this opinion was the relaship between SIRENE and Europol. The Joint
Supervisory Authority strongly supported such caapen when this contributed to the quality of
the data processed in SIS Il or when it contributedreating compliance with specific articles in
the Council Decision concerning Europol's accesSi®ll.

Article 41(2) of the Council Decision obliges Euobgo inform a Member State when a search
reveals the existence of an alert in SIS Il. Chapi®4 of the Manual refers to the Europol National
Unit of the Members States' point of contact. lowdd however be noted that since the recent
amendment to the Europol Convention it will be possible this unit no longer to be the only
liaison bureau between Europol and a Member Ssate Article 4(2) of the Europol Convention).
Furthermore, and in view of Europol's tasks, thasoam for informing a Member State via the
Europol National Unit might be diverse in naturedaaso in level of confidentiality. A strict
obligation to inform SIRENE about any exchange asppsed in the Manual may not be in
compliance with specific conditions applicable ke texchange between Europol and its contact
points in the Member States. The Joint Supervigahority suggested reformulating Chapter 2.14
and, with reference to Member States' respongibflir the quality of data, introducing an
obligation that information becoming available tigh contacts between Europol and the Member
States which might lead to a change or deletiothefSIS Il alert must be communicated to the
SIRENE bureau.

1 0JC2, 6.1.2004, p. 3.
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4.5 Opinion on the principles governing cooperationbetween national supervisory
authorities based on the Schengen Convention

In November 1996, the Joint Supervisory Authoritgcided to set up principles governing
cooperation between national supervisory autharitikased on experiences with this cooperation
and a survey of the Joint Supervisory Authorityoitihe implementation of Article 111, it was
decided to update the 1996 principles. TherefoeeJbint Supervisory Authority adopted a new
opinion on the principles governing cooperationnaen national supervisory authorities based on
the Schengen Convention in June 2008.

The enhanced exchange of law enforcement informdtimoughout the EU, creating a situation in
which data relating to one person may be processedifferent Member States and/or EU
organisations, did not make it easy for a dataeslyp avail himself of his rights.

Different national laws and procedures as wellleséxisting language barriers only added more

obstacles for the data subject.

Examples of specific cooperation between natiorsdia gprotection authorities in relation to data
subject's rights can be found in the Schengen Guiore A data subject may ask for access in any
of the Schengen States, also in a situation wieteSchengen State is not responsible for entering
the data in the Schengen Information System (Sf@cific rules on the applicable law and mutual
cooperation between national data protection aitib®rare defined. Although the term "close
coordination” is not defined in the Schengen Cotiven the data protection authorities have an
obligation to cooperate in such a way as to fullgist each other and the individual exercising his

rights.

What does that mean in practice? It means thatekeecise of the data subject's right should

guarantee for an individual an access to justicelwis a part of effective legal protection.

The importance of the Convention is the recognithat data subjects will not always be able to go

to another State or to approach an authority ih $ittate in order to invoke their rights, for exampl

in view of the travel costs or language barrierthis respect experiences with the SIS and data
subject's rights provide us with information on howoperation between national data protection

authorities could be further developed.
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The basic principles are based on the followingches":

Article 106(3) describing the procedure if Schen§géates cannot come to an agreement on whether
data are factually incorrect or unlawfully stored;

Article 109 describing the right of access andptazedure to be followed;

Article 110 describing the right any person hashtwe factually incorrect data corrected or
unlawfully processed data deleted;

Article 111 describing the right to address a cand the undertaking of Schengen States to enforce
final decisions of courts;

Article 114 describing the right to ask a natiosalpervisory authority to check data and the

procedure to be followed if those data were entbyednother Schengen State.

The Joint Supervisory Authority considered sevprattical issues in its opinion.

Language: The present practice in cooperation dstraied that sometimes requests or answers to
requests were provided in the language of the wstnge and requested authority. Since the
documents prepared by the national supervisoryoaitidts may also need to be presented to the
data subject, a situation might arise that a dalbgest received information in another language.
Two scenarios were possible:

- All correspondence takes place in one languagehiohncase the English language is suggested.

- All correspondence takes place in the languagéiseoparties involved, each taking responsibility
for a formal translation comprehensible to the pthational supervisory authority and the data

subject.

Time limits: In view of the interests at stake fbe data subject, requests for cooperation will be

dealt without undue delay.
Contact persondn order to further facilitate cooperation, therél Wwe a list of contact persons in

each of the national supervisory authorities. lewiof the difficulty of having such a list

continuously updated, the members of the Joint Sigmey Authority will be the contact persons.

4.6 Opinion on the Schengen Information System andolent troublemakers 08/10

In the summer of 2008, the Joint Supervisory Adutkiotook note of the discussions in the

SIS/SIRENE Working Party on the use of Article 3 in the Schengen Information System for

1 The new legal basis for SIS Il contains similezyisions with the exception of Article 114.
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violent troublemakers. These discussions concemtram the inclusion of new categories of data in
the SIS: data on violent troublemakers which camegrpersons to be barred from certain events,
such as European summits or similar venues, irierra sports or cultural events or other mass

gatherings using Article 99 alerts under the Sckar@onvention.

This proposal raised a number of questions fromdat protection point of view. The Joint
Supervisory Authority sent a letter to the Chairnm@nthe SIS/SIRENE Working Party/Mixed
Committee expressing its concern and doubts ragarthis initiative. The Joint Supervisory
Authority also regretted that it was not consub@dhis issue at an earlier stage.

First of all, the Joint Supervisory Authority notdtht an Article 99 alert was specifically related
the prosecution of a criminal offence which ha@adly been initiated or to the prevention of threats
to public security. This was the prerequisite fatide 99 alerts. In view of the proposed purpose
for the use of Article 99 SIS, one may assume tt@fprevention of threats to public security was
the only aim of the (proposed) alert. FurthermareArticle 99 alert may only be entered in the SIS
regarding a person who intended to commit or wasneitting numerous andxtremely serious
criminal offences or if there was an overall assessment for thisqerbased on information
concerning past criminal offences giving reasohdleve that the person would commxtremely
serious criminal offencesin the future. The termektremely serious criminal offencé is not
defined in the Convention and criminal laws mayadifrom country to country. In view of the
description of this group as "violent troublemaKexsd related to mass gatherings as international
sports, cultural events and European summits diasigvents (G8), the Authority raised doubts as
to whether the kind of activities described in gneposal could be classified axtremely serious
criminal offences’ and lead to an alert under Article 99. The J@&nipervisory Authority also
pointed out that the term "troublemaker" was ndingel either in the Schengen Convention or in
any European or international legal instrumentc8ithere was no clear definition and harmonised
interpretation of this term, there was a great tiglt data on innocent persons would be entered in
the SIS without any justification. The purpose tdris on these persons was to bar them from
events. Barring would mean not allowing them toirbéhe vicinity of such events or even not to
allow them in the country where the event was tgllace. In this respect, the Joint Supervisory
Authority noted that Article 99 of the Schengen @amtion did not provide for coercive measures
(arrest cannot be carried out under this Articled #hat it could be used only for the purposes of
discreet surveillance or specific checks. Thereftiie purpose of the proposal in itself was not

clear and would no doubt lead to deviation fromdhginal purpose of Article 99 alerts.
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The Schengen Convention as well as the new legds fer SIS II* clearly limited the use of these
alerts to a specific category of persons and aifspeategory of crime. The category of crime is
described in the Schengen Convention as "extresexipus criminal offences" and in the Council
Decision as "serious criminal offences” with a cleaference to the offences summed up in
Article 2 of the Council Framework Decision on tReropean arrest warrant and the surrender
procedures between Member States. The only crimgtiomed in that Framework Decision that
related to violence that might take place in relatto the events from which people should be

barred is murder or grievous bodily injury.

Another aspect that was emphasised was the pugfodee alert and the expected action to be
taken. Article 99 of the Schengen Convention anticker 36 of the Council Decision describe the
purpose of the alert as discreet surveillance spexific check (Schengen Convention) or discreet

checks or specific checks (Council Decision).

Also, the Article 99 survey by the Joint Superwsdkuthority clearly demonstrated that the
national law of certain Schengen States did notathe possibility for the competent authorities to

carry out specific checks, while in some Stateswatorder was required.

In view of the proposed use of these alerts tovi@ent troublemakers from certain events which
might include arrest and detention, the Joint Supery Authority concluded that this use of

Article 99 would be in breach of the purpose asngef in the Schengen Convention and the
Council Decision. This, and the conclusion thatreh&as apparently no realistic relation between
violent troublemakers and the category of persafmed in the Schengen Convention and the

Council Decision made the proposed use not in ciamqe with the legal basis and thus illegal.

1 Council Decision on the establishment, operatiahwse of the second generation Schengen Informagetem (SIS I1).
2 Report of the Schengen Joint Supervisory Autharityan inspection of the use of Article 99 alertshia Schengen Information
System, SCHAC 2501/08, Brussels, 18 January 2008.
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5. DATA SUBJECTS' RIGHTS

In defining the rights of data subjects, the Scleen§onvention provides for a system for data
subjects to implement their rights in any Schengtte.

According to Article 115(3) of the Schengen Coniamtthe Joint Supervisory Authority shall also

be responsible for examining any difficulties ophapation or interpretation that may arise during

the operation of the Schengen Information Systemstudying any problems that may occur with

the exercise of independent supervision by theonatisupervisory authorities of the Contracting
Parties or in the exercise of the right of accesshe system, and for drawing up harmonised

proposals for joint solutions to existing problems.

It should be emphasised that Title IV, Chapter 8th@ Schengen Convention deals with the
protection of personal data and security of datathe Schengen Information System. The
obligations of the States participating in the &ifl the rights of the data subject are described in
that chapter. Article 115 introduces the Joint Sugery Authority and describes the tasks and
competences of that authority. This Article doed gove the Joint Supervisory Authority
competence or powers to intervene in conflicts betwStates in individual cases.

However, if a case comes to the attention of thmtJSupervisory Authority in which the
interpretation of the Schengen Convention needsficktion or a harmonised proposal, the
Authority is competent to deliver an opinion.

On 17 August 2005, the Joint Supervisory Authorigceived a request from the legal
representative of Mr X, a third-country nationahelJoint Supervisory Authority was asked to do
what was within its powers concerning a Frenchdeti96 alert, and a decision of the Austrian
Data Protection Authority ordering the deletiontlodt alert. The Article 96 alert had been entered
by France denying Mr X access to Schengen territeaged on that alert, the Austrian authorities
refused Mr X a visa. The representative requestedss to the data processed and was informed by
the Austrian Ministry of Home Affairs that an Argic 96 alert existed, entered by the French
authorities. Mr X's representative started a praoedvith the French Data Protection Authority —
CNIL - to have the data deleted, via a French lawiis procedure did not lead to the deletion of
the data. Mr X's representative started a procedgeenst the French Ministry of Home Affairs
with the Austrian Data Protection Commission. Byid®n of 7 June 2005, the Austrian Data
Protection Commission declared the complaint vahd ordered the deletion of the alert within a

period of three weeks. The alert should thus hasenbdeleted on 12 July 2005. The French
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authorities did not delete the alert. Mr. X's reyaretative requested the Joint Supervisory Authority

to act in this case.

In this particular case, the Joint Supervisory Awitly noted that there was a coincidence in this
case of two different procedures: one in Austrigimg led to the decision of the Austrian Data
Protection Commission and one in France at the €bd4%tat related to the refusal of French
Ministry of Interior to correct or delete the alad requested by Mr X. In view of the specific matu

of this case, the Joint Supervisory Authority preed its interpretation of Article 111 to all padi

Looking to the future legal framework of SIS Il egjards the rights of data subjects, positive new
provisions have been included in this legal framdgw@ comparison with the Schengen
Convention. First of all, the right of informatidar third-country nationals who are the subject of
an alert issued in accordance with Regulation (E€37/2006 is provided in Article 42 of the
Regulation. Council Decision 2007/533/JHA and Ratioh (EC) 1987/2006 put more
responsibility on the Schengen States, obligingntigarticle 58 and Article 41), in the event of an
individual's request for access, correction an@tdwl of data, to inform the individual as soon as
possible and in any event not later than 60 days fthe date on which he applies for access or
sooner if national law so provides. What is importes that both the Council Decision and the
Regulation contain the obligation on States torimfandividuals about the follow-up given to the
exercise of their rights of correction and deletaansoon as possible and in any event not later tha
three months from the date on which they applyctorection or deletion or sooner if national law
so provides. This right is of the utmost importafmethe data subject, who can find out promptly

what personal data concerning him is being processthe system.
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6. FUTURE OF JOINT SUPERVISION

The application of Council Decision 2007/533/JHAL@f June 2007 on the establishment, operation
and use of the second generation Schengen Infam&istem (SIS II) (the Council Decision) and
Regulation (EC) No 1987/2006 of the European Pasdiat and of the Council of 20 December
2006 on the establishment, operation and use ofsdw®nd generation Schengen Information
System (SIS II) (the Regulation), will bring newactyes to the future joint supervisory framework
for the SIS II. What is also important is that thew coordinated supervision will not lessen the
level of supervision laid down by the Schengen @omiwon. Article 61 of the Council Decision
stipulates that the European Data Protection Sigmrwshall check that the personal data
processing activities of the Management Authority @arried out in accordance with the Decision.
The duties and powers referred to in Articles 48 4n of Regulation (EC) No 45/2001 shall apply
accordingly. Article 62 of the Council Decision ates a new legal framework for coordination
between the national supervisory authorities ared Eoropean Data Protection Supervisor, each
acting within the scope of its respective competendhey are to cooperate actively in the
framework of their responsibilities and ensure dowated supervision of SIS II. Similar provisions
are embodied in the Regulation. The content ofreuttooperation will be as follows: the national
supervisory authorities and the European Data Etwote Supervisor, each acting within the scope
of its respective competences, are to exchangearienformation, assist each other in carrying out
audits and inspections, examine difficulties oerptetation or application of the Council Decision
(the Regulation), study problems with the exerokendependent supervision or in the exercise of
the rights of data subjects, draw up harmonisegg®als for joint solutions to any problems and
promote awareness of data protection rights, asssecy. The national supervisory authorities and
the European Data Protection Supervisor are to foed¢hat purpose at least twice a year. Rules of
procedure are to be adopted at the first meetingth&r working methods are to be developed
jointly as necessary. A joint report on activitissto be sent to the European Parliament, the
Council, the Commission and the Management Authaeitery two years. Therefore the joint
supervisory regime and its infrastructure establisby Article 115 of the Schengen Convention
will change into the new cooperation framework. ¥Wonentioning is the fact that Article 44 of the
Regulation provides that the authority or authesittlesignated in each Member State and endowed
with the powers referred to in Article 28 of Direet 95/46/EC are independently to monitor the
lawfulness of the processing of SIS Il personahdat their territory and its transmission from that
territory, and the exchange and further processingupplementary information. This means that

national data protection authorities will have l@l®apowers in comparison with Article 114 of the
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Schengen Convention.

Article 63 of the Council Decision lays down theoyisions of data protection during the
transitional periodproviding that where the Commission delegatesasponsibilities during the
transitional period to another body or bodies pansuo Article 15(4), it shall ensure that the
European Data Protection Supervisor has the rigtitig able to fully exercise his tasks, including
carrying out on-the-spot checks, and to exercigeo#tmer powers conferred on him by Article 47 of
Regulation (EC) No 45/2001.

However the gquestion remains as to the guaranteedata protection during the migration phase
from SIS I+ to SIS Il to the joint supervision reg@. What are the most recent challenges for joint
supervision? The smooth migration of data from Bt30o SIS Il and the smooth transition from the
Joint Supervisory Authority to coordinated supeon® On 30 June 2008 the Committee on Civil
Liberties, Justice and Home Affairs organised arRbbtiable on "Liberty and Security in Integrated
Management of EU Borders", with one session deelicab the subject "Data Protection
implications of the Migration from SIS I+ to SIS'IIThe Chair of the Joint Supervisory Authority
and the European Data Protection Supervisor wefieethto contribute to the discussions, giving
their thoughts on this subject. Both expressedithied position that there would be no overlap of
the competencies of the two supervisory bodies. Eoueopean Data Protection Supervisor
expressed his confidence in the smooth transiiothe actual supervision of the system; the
migration phase would be the opportunity to indighis "partnership”. Both speakers confirmed
their belief in the successful coordinated supemi®f the system during the transitional period, i
preparation for actual co-supervision of the system

Looking at the future coordinated supervision frame, it is justified to pay tribute to and
acknowledge the importance and influence of thekwof the Schengen Joint Supervisory
Authority. The years of the strong commitment aaddhwork, building up experience, knowledge
and trust in its competence, will be of fundamemalrth to the future work of the national
supervisory authorities together with the Europ&ata Protection Supervisor. Of course, the
difficulties of supervising such complex data baassSIS Il will require more time and effort in
order to demonstrate the effectiveness of suchdoowated supervision. It is beyond doubt that in
future supervision will continue to work succeskfulbenefiting from the experience and

knowledge built up by the Joint Supervisory Authpri
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